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Introduction 
 
Community Housing (hereafter referred to as the Company) collects and holds personal 
data about customers, residents, staff and Board Member and other service users. The 
Company is a Controller for most of the personal data it processes and is committed to full 
compliance with applicable data protection legislation including; 
 

• Data Protection Act 2018 
• EU General Data Protection Act Regulations 
• Privacy and Electronic Communications Regulations 2003 

 
 

1.0 Policy Statement 
 
1.1 Community Housing collects and holds personal data about customers, residents, 

staff and Board Member and other service users. The Company is a Controller for 
most of the personal data it processes and is committed to full compliance with 
applicable data protection legislation. 

 
1.2 This policy should be read in conjunction with the Company’s Information Security 

Policy and associated procedures, which provide more guidance on correct 
handling and identification of personal data. 

 
1.3 The Company’s Data Protection Officer is responsible for informing and advising 

the Company and its staff on its data protection obligations and monitoring 
compliance in respect of this policy. 

 
1.4 If you have any questions or comments regarding the content of this policy or if 

you need further information, you should contact the Data Protection Officer at 
dataprotection@communityhg.com  

 
 

2.0 Data Protection Principles 
 
2.1 The Company will comply with the following data protection principles when 

processing personal data; 

mailto:dataprotection@communityhg.com
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• We will process personal data lawfully, fairly and in a transparent manner. 
 

• We will collect personal data for specific, explicit and legitimate purposes, 
and not process it in any way incompatible with those purposes. 
 

• We will only process personal data that is adequate and relevant, and 
necessary for the purposes. 
 

• We will keep accurate and up to date personal data and take reasonable 
steps to ensure that inaccurate personal data is deleted or corrected 
without delay. 
 

• We will keep personal data in a form that permits identification of data 
subjects for no longer than is necessary for the purposes for which the 
data is processed. 
 

• We will take appropriate technical and organisational measures to ensure 
that personal data is kept secure and protected from unauthorised or 
unlawful processing. 

 
 

3.0 Basis for Processing Personal Data 
 
3.1 In relation to any processing activity that involves personal data we will, before 

processing starts for the first time; 
 

3.1.1 Review the purposes of the processing activity and select the most 
appropriate lawful basis for that processing, e.g. 

 
• That the data subject has consented to the processing 
• That the processing is necessary for the performance of a 

contract to which the data subject is party or in order to take 
steps at the request of the data subject prior to entering into a 
contract 

• That the processing is necessary for compliance with a legal 
obligation the Company is subject to 

• That the processing is necessary for the protection of the vital 
interests of the data subject or another natural person 

• That the processing is necessary for the performance of a task 
carried out in the public interest 

• That the processing is necessary for legitimate interest reasons 
of the data controller or a third party i.e. you are processing 
someone’s personal data in ways they would reasonably expect 
it to be processed and which have a minimal privacy impact on 
the data subject 
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3.1.2 Except where the processing is based on consent, satisfy ourselves 
that the processing is necessary for the purpose of the relevant lawful 
basis (i.e. There is no other reasonable way to achieve that purpose) 

 
3.1.3 Document our decision as to which lawful basis applies, to help 

demonstrate our compliance with data protection principles 
 
3.1.4 Include information about both the purposes of the processing and the 

lawful basis for it in our privacy notices  
 
3.1.5 Where sensitive personal data is processed, also identify a lawful 

special condition for processing that information 
 
 

4.0 Sensitive Personal Data 
 
4.1 Sensitive personal data are personal data, revealing racial or ethnic origins, 

political opinions, religious or philosophical beliefs, trade-union memberships; 
data concerning health, sex life or sexual orientation; genetic or biometric data 

 
4.2 The Company may from time to time need to process sensitive personal data. 

We will only process this if; 
 

4.2.1 we have a lawful basis for doing so; and 
 
4.2.2 One of the special conditions for processing sensitive personal data 

applies, e.g. 
 

• The data subject has given explicit consent 
• The processing is necessary for the purposes of exercising 

employment law rights, obligations of the Company or of the 
data subject 

• Processing is necessary to protect the data subjects’ vital 
interests and the data subject is physically incapable of giving 
consent 

• Processing relates to personal data which are manifestly made 
public by the data subject 

• Processing is necessary for the establishment, exercise or 
defence of legal claims 

• Processing is necessary for reasons of substantial public 
interest 
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5.0 Data Privacy Impact Assessments (DPIA) 
 

5.1 Where processing is likely to result in a high risk to an individual’s data 
protection rights, e.g. the introduction of a new form of technology, we will before 
commencing the processing, carry out a DPIA to assess; 

 
• Whether the processing is necessary and proportionate in relation to its 

purpose 
• The risks to the individuals 
• What measures can be put in place to address those risks and protect 

personal data 
 

5.2 More detailed information on conducting a DPIA can be found in the relevant 
procedural guide and forms part of the Company’s overall information 
governance library. 

 
 

6.0 Documentation and Records 
 

6.1 We will keep written records of processing activity (ROPA). This will be done 
within the Company’s information assets register. Each information asset (which 
includes personal data) will have an identified owner who will be responsible for 
the information and for logging a description of the processing in the register.  

 
6.2 We will conduct regular reviews of the personal data we process and update our 

records accordingly. This may include; 
 

• Carrying out information audits to find what personal data the Company 
holds 

• Reviewing our policies, contracts and agreements to address areas 
including retention, security and data sharing. 

 
  
7.0 Privacy Notices 
 
7.1 The Company will issue privacy notices informing the people from whom we 

collect information about the personal data that we collect and hold, how they 
can expect their personal data to be used and for what purposes. 

 
7.2 We will take measures to provide information in privacy notices in a concise, 

transparent and easily accessible form with clear and plain language wherever 
possible. 

 
7.3 Privacy notices can be found on the Company website, including 

https://www.communityhg.com/help/data-protection.php 
 
 

https://www.communityhg.com/help/data-protection.php


 
 Policy: 

 
Data Protection Policy 

Policy Code: PL100 
 
 

Revised Policy – Version 3.1 (updated September 2021) Uncontrolled Copy if Printed 

Approved by Audit & Assurance Committee: 5th June 2019             Ref: PL100 
Page 5 of 11 

 
8.0 Individual Rights 
 
8.1 Data subjects have the following rights in relation to their personal data; 

 
• The right to be informed about how, why and on what basis data is 

processed. (The Company tell people via privacy notices) 
• The right of access, also known as a Subject Access Request (SAR) 
• The right to have the data corrected if it is inaccurate or incomplete 
• The right to erasure (known as the right to be forgotten) 
• The right to restrict processing 
• The right to data portability 
• The right to object 
 

And, rights in relation to automated decision making and profiling 
 
 

9.0 Your Individual Obligations 
 
9.1 Individuals are responsible for helping the Company keep their personal data up 

to date. Individuals should let the Company know if their circumstances changes, 
e.g. move bank accounts or move house etc.  

 
9.2 Individuals may also have access to personal data of other members of staff or 

customers in the course of their employment. If so, the Company expects such 
members of staff to meet the Company’s data protection obligations to those 
individuals. 

 
9.3 If you have access to personal data as a Company employee, you must: 
 

• Only access the personal data that you have authority to access and only 
for the authorised purposes; 

• Only allow others to access personal data if they have the appropriate 
authorisations in place to do so; 

• Keep personal data secure;  
• Not remove personal data, or devices containing personal data unless 

appropriate security measures are in place (such as encryption, password 
protection or pseudonymisation) 

• Not store personal data on local drives / personal devices that are not 
used for work purposes. 

 
9.4 The Company Data Protection Officer should be contacted if anyone is 

concerned or suspects that one of the following is, has or likely to take place; 
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• Processing of personal data without a lawful basis for its processing, or in 
the case sensitive personal data – without one of the conditions in para 
4.2.2 being met 

• Access to personal data without the proper authorisation 
• Personal data not kept or deleted securely 
• Removal of personal data, or devices containing personal data, from the 

Company’s premises without appropriate security measures being in 
place 

• Any other breach of this policy or any of the data protection principles set 
out in para 2.0  

 
 

10.0 Information Security 
 

10.1 The Company will use appropriate technical and organisational measures, in 
accordance with its Information Security Policy, and procedures to ensure it 
keeps personal data secure and specifically, protect against unauthorised or 
unlawful processing and accidental loss, destruction or damage. These 
measures may include; 

 
• Making sure that wherever possible, personal data is pseudonymised or 

encrypted 
• Ensuring the confidentiality, integrity, availability and resilience of 

processing systems and services 
• Ensuring that access to personal data can be restored in a timely fashion 

in the event of a physical or technical incident; 
• A process for testing, assessing and evaluating the appropriateness of 

technical and organisational measures that preserve the security of the 
processing 

 
10.2 Where the Company utilises external organisations to process personal data on 

its behalf, additional security arrangements need to be implemented in contracts 
with those organisations to safeguard the security of personal data. In particular, 
contracts with external organisations must provide; 

 
• The organisation may act only on the written instructions of the Company  
• Those processing data are subject to a duty of confidence 
• Appropriate measures are taken to ensure the security of processing 
• Sub-contractors are only engaged with prior consent of the Company and 

under a written contract 
• The organisation will assist the Company in providing subject access and 

allowing individuals to exercise their rights in relation to data protection 
• The organisation will assist the Company in meeting its obligations 

relating to the security of processing, notification of data breaches and 
data protection impact assessments 

• The organisation will delete or return all personal data at the end of the 
contract 
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• The organisation will provide whatever information it reasonably needs to 
ensure that they are both meeting their data protection obligations 

 
10.3 Before entering into any new agreements involving the use of personal data, or 

an existing arrangement is altered, the relevant member of staff must seek 
approval from the Company Data Protection Officer. 

 
 

11.0 Storage and Retention of Personal Data 
 

11.1 Personal data (and sensitive personal data) will be kept securely in accordance 
with the Company’s Information Security Policy. 

 
11.2 Personal data (and sensitive personal data) will not be retained for any longer 

than is necessary. The length of time that this data will be retained depends on 
the circumstances, including the reasons it was obtained. The Company’s 
retention schedule sets out the relevant retention period. 

 
11.3 Personal data (and sensitive personal data) that is no longer required will be 

deleted permanently along with any hard copies, which will be securely 
destroyed. 

 
 

12.0 Data Breaches and Breach Reporting 
 

12.1 A data breach may take many different forms, for example 
 

• Negligence or human error.  
• Unauthorised or inappropriate access, including processing confidential 

personal data without a legal basis.  
• Loss or theft of information or equipment on which information is stored  
• Systems or equipment failure  
• Accidents  
• Inappropriate access, viewing information for purposes other than 

specified/authorised  
• Unauthorised access, using other people’s user IDs and passwords  
• Poor physical security  
• Inappropriate access controls allowing unauthorised use 
• Lack of training and awareness. 
• Hacking attacks or  
• Social Engineering where information is obtained by deception. 

 
12.2 If anyone believes that personal data held by the Company has been 

compromised, they must inform the Data Protection Team immediately to allow 
for an initial assessment of the breach to be conducted. 
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The form is located on SharePoint. If no access is available to this, you can 
email dataprotection@communityhg.com  
 

12.3 The Company will; 
 

• Investigate any reported actual or suspected data breaches 
• Where necessary, report the data breach to the Information 

Commissioners Officer within 72 hours 
• Notify the affected individuals if the data breach is likely to result in a high 

risk to their rights and freedoms  
 

12.4 More detailed information, flow charts and general information on breach 
reporting is available in our procedure Data Protection – Breach Reporting. 

 
 

13.0 International Transfers 
 

13.1 Personal data must NOT be transferred outside the European Economic Area 
(EEA), (which comprises the countries within the European Union and Iceland, 
Liechtenstein and Norway and are determined as having an adequate level of 
protection), unless the destination country ensures an adequate level of 
protection for the rights of the data subject in relation to the processing of 
personal data or we put in place adequate protections.   

 
13.2 Protections may come from contracts we put in place with the recipient of the 

personal data which bind them by specific data protection rules or due to the fact 
that the recipients own country’s laws provide sufficient protection. 

 
13.3 The Company must also inform data subjects of any transfer of their personal 

data outside of the UK and EEA. 
 

You must not under any circumstances transfer any personal data outside of the 
EEA without prior written consent from the Company Data Protection Officer. 

 
 

14.0 Freedom of Information Act and Environmental Information 
Regulations 
 

14.1 The Freedom of Information Act 2000 (“FOIA”) gives rights of access to any 
recorded information (e.g. emails, meeting minutes, reports) held by public 
authorities. The Environmental Information Regulations 2004 provides public 
access to any recorded information (e.g. emails, meeting minutes, reports) held 
by public authorities in relation to the environment. 

 
 

mailto:dataprotection@communityhg.com
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14.2 Although Registered Providers work closely with Local Authorities and other 
Agencies which are covered by FOIA, they do not currently fall within the remit of 
FOIA. Some areas of work undertaken by Registered Providers may be covered 
by the Environmental Information Regulations 2004. 
 

14.3 Any member of staff who receives a written request for information under FOIA 
should forward it to Company’s Data Protection Officer and their line manager 
immediately so that it can be appropriately responded to. Care should be taken 
to distinguish a request for information under FOIA from a Subject Access 
Request under the Data Protection Act. 

 
14.4 The Company’s Data Protection Officer should always be consulted before any 

release of information is made.  
 

 
15.0 Equality & Diversity / Training 
 
15.1 All employees are committed to promoting and following the Company’s Equality 

and Diversity policy. No element within this procedure will adversely affect any 
individual or group of individuals. 

 
15.2 All employees need to be adequately trained regarding their data protection 

responsibilities and will receive a minimum level of awareness training. 
Individuals whose roles require regular access to personal data, or who are 
responsible for implementing this policy or responding to subject access 
requests under this policy will receive additional training to help them 
understand their duties and how to comply with them. 

 
15.3 A three-year training programme will ensure skills are kept regularly updated 

where needed.  
 
• The Company’s DPO has responsibility for overseeing the delivery of 

the training plans. 
• Human Resources are responsible for delivery of the training 
• Heads of Service / Managers are responsible for embedding good 

practice, routinely checking competence of their employees and 
highlighting any skills gaps.  

• Individual employees have a responsibility to complete required 
training within agreed timescales. 
 

 
16.0 Consequences of Failing to Comply 

 
16.1 The Company takes compliance with this policy very seriously. Failure to comply 

with this policy; 
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• Puts at risk, the individuals whose personal data is being processed 
• Carries the risk of significant civil and criminal sanctions for the individual 

and the Company  
• May, in some circumstances, amount to a criminal offence by the 

individual 
 
 

17.0 Assurance and Review 
 

17.1 The Company aims to experience zero data protection breaches. However, it 
understands that breaches may occur within its operational activities and the 
most important outcome is to learn, improve and avoid further repetition of such 
breaches 

 
17.2 Performance against target will be measured and recorded in the Company’s 

risk management systems 
 
17.3 This policy will be reviewed at least every three years by the Company unless: 

• There are significant changes to legislation or regulation 
• There are found to be deficiencies or failures in the Policy as a result of 

complaints/customer feedback or findings from any independent 
organisations 

• Any changes to the Business Plan, Internal and External Audit, Risk 
Assessment and current Best Practice 

 
 

18.0 Associated Documents 
 
18.1 Internal 
  

• Information Security Policy, Codes of Practice and Standards. 
• Data Protection Policy and relevant Codes of Practice 
• Staff handbook 
• Employee Code of Conduct 
• Privacy Notices 

 
18.2 External 
 

• UK Data Protection Act 2018 
(http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted)  

 
• EU General Data Protection Regulations 

(https://eur-lex.europa.eu/eli/reg/2016/679/oj) 
 
 

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://eur-lex.europa.eu/eli/reg/2016/679/oj
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• Computer Misuse Act 1990 
(https://www.legislation.gov.uk/ukpga/1990/18/contents) 

 
• Privacy Electronic Communications Regulations (PECR) 

(http://www.legislation.gov.uk/uksi/2003/2426/contents/made)  
 
• e-Privacy Legislation and Regulations 

(https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation) 
 

• Human Rights Act 1998 
(https://www.legislation.gov.uk/ukpga/1998/42/contents) 

 
• RIPA 2000 (Regulation of Investigatory Powers Act 2000) 

(https://www.legislation.gov.uk/ukpga/2000/23/contents) 
 

• Codes of Practice issued by the Information Commissioner’s Office (ICO) 
 

https://www.legislation.gov.uk/ukpga/1990/18/contents
http://www.legislation.gov.uk/uksi/2003/2426/contents/made
https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.legislation.gov.uk/ukpga/2000/23/contents

